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IHamsiTKa 1J1s o0y4yarommMxcs 00 HHPOPMALMOHHOM 0€30ITACHOCTH JeTeH

Hean3s
1. Bcem monpsii cooOmaTh CBO YacTHYIO MH(POpPMANHIO (HACTOSIIUE UMs, (paMIIIHIO,
tenedoH, azpec, HOMEp HIKOJIBI, a Takke (hoTtorpadun cBOM, CBOCH ceMbH H ApYy3ei);
2. OTKpBIBaTh BIIOKEHHBIE (QaliyIbl HIIEKTPOHHOH MMOYTHI, KOTa HE 3HACIIH OTIPABUTEIIS;
3. I'pyOuts, mpuaupaThCs, OKa3bIBaTh NABJICHUE - BECTH Ce0sI HEBEXKIIMBO U arpecCUBHO;
4. He pacnopsbkaiicss JeHbraMu TBOEH CeMbH 0€3 pa3pellieHus CTaplIux - BCEraa
CIpaluBan poauTeENeH;
5. He Bctpeuaiics ¢ WHTepHET-3HAKOMBIMH B pEATbHOM >KU3HU - TIOCOBETYHCS CO
B3POCJIBIM, KOTOPOMY J0BEpSIEIIb.
OcTopoxkHO
1. He Bce nmumyt nmpaBay. Yuraems o cebe Henpasny B MHTepHeTe - coobiu 00 3TOM
CBOUM POJUTENSIM WU OTIEKYHaM;
2. TlpurnamaroT nepenuchBaThCs, UTPaTh, 0OMEHUBATHCS - TPOBEPb, HET JIM MIOIBOXA;
3. HesakonHoe xormmpoBanue (aitnos B IHTEpHETE - BOPOBCTBO;
4. Bcerma pacckasbpiBail B3pOCIIBIM O MPO0OJIeMax B CETH - OHU BCET/1a IOMOTYT;
5. Hcnonb3yit HacTpoilku ©0€30MacHOCTH M MPUBATHOCTH, YTOOBI HE MOTEPATH CBOM
AKKaYHTBI B COIICETSIX U APYrUX Moprajiax.
MoxHo
1. VBaxail 1pyrux moJib30BaTeIIeH;
2. Tlonw3yembcst MTHTEPHET-UCTOYHUKOM - IeJIail CCBUIKY Ha HETo;
3. OTKpbIBali TOJBKO T€ CCHIIKU, B KOTOPBIX YBEPEH;
4. OO0pamarbcs 3a TOMOIIBIO B3POCIIBIM - POAUTENH, ONEKYHBI U aIMUHUCTpAIUs CalTOB

BCCrja romMoryt

NudopmanuonHas namMfTKa s 00y4alOIIUXCA Ui pa3MelleHus Ha
opuIHAIbHBIX HHTEPHET-pecypcax
C KaXXJbIM T'OJJOM MOJIOACKHU B MHTCPHCTC CTaHOBHUTHCA 60.]'[]3]116, da IIKOJIBHUKU OJHHN M3
CaMbIX aKTHBHBIX IT0JB30BaTeElIEN PyHeTa. Me>1<z[y TEM, IMOMHUMO OTPOMHOTI'O KOJIMYECTBA
BO3MO)KHOCTCI>1, HHTCPHET HCECET U HpO6J'IeMI->I. OTta maMsITKa JOJI’KHA ITOMOYb TeOE
0e30macHo HaXO0JUTHCA B CCTU.

KoMnbroTepHbie BUPYCHI
KOMHLIOTepHLIﬁ BUPYC - 3TO PA3HOBHUAHOCTH KOMIIBIOTCPHBIX IMPOr'pamMM, OTJIIMYUTEIbHOMU
0COOEHHOCTBIO KOTOpOﬁ SIBJIAETCS CIOCOOHOCTD K Pa3MHOXKCHHIO. B JAOIIOJIHCHUEC K 3TOMY,
BUPYCbl MOT'YT HOBpPpCAUTHL WKW TMOJHOCTBIO YHHUYTOXUTHL BCC (l)aﬁﬂbl n JaHHBIC,
IIOAKOHTPOJIBHBIC IIOJIB30BATCIIIO, OT HMCHH KOTOPOI'O ObL1a 3aIllylIeHa 3apaKCHHas1
nporpamMmma, a TakKxKe MOBPEANTb UJIN JAXKE YHUUTOXKHUTH OINICPAINUOHHYKO CUCTEMY CO BCEMU
(baﬁHaMH B IICJIOM. B 6GonbIInHCTBE CJIYYacB paCIIPpOCTPAHAIOTCS BUPYCHI UCPE3 UHTCPHCT.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrpaMM:

1.

2.

HCHOHLSYﬁ COBPEMCHHBIC OICPAIMOHHBIC CUCTEMbI, UMCIOIINC CCpBC?»HBII\/’I YPOBCHBb
3aIIUTHI OT BPCAOHOCHBIX ITPOTr'paMM;

ITocTosiHHO YCTaHaBHHBaf/'I nayTu (I_II/I(I)pOBBIC 3allJIaTKHU, KOTOPBIC aABTOMATHUYCCKU
YCTAHABJIMBAKOTCA C HLCIIBIO I[Opa60TKI/I mnpor paMMBI) n JApyrue OOHOBJICHUS CBOEH
OHepaHHOHHOﬁ cucteMbl. CKaunBai MX TOJIBKO C O(l)I/II_II/IaJ'ILHOTO caiita pa3p8.60T‘-II/IKa
OC. Eciu CYHICCTBYCT PCIKUM aBTOMATUYCCKOT'O O6HOBH€HI/IH, BKJIFOYH €TO,



3. Paborait Ha cBOeM KOMITBIOTEpE TOJ] MpaBaMH IOJIB30BATeNsl, a HE aJIMUHUCTPATOPA.
OTO HE MO3BOJMUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrpPaMM HHCTAJLUIMPOBATHCSA Ha
TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonp3yil aHTUBHUPYCHBIE MPOIPAMMHbBIE MPOAYKTHl U3BECTHBIX IPOU3BOAUTEIEH, C

aBTOMAaTHYECKUM OOHOBIIEHHEM 0as3;

Orpannub GU3HNUECKUI TOCTYI K KOMITBIOTEPY JIIsl IOCTOPOHHMX JIHII;

Hcnonp3yii BHEITHUE HOCUTETN MHPOPMALINH, TaKue Kak (premika, TUCcK nin daitn u3

MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkpbiBail KOMIIbIOTEpHBIE (DalsIbl, MOJIYYEHHbIE M3 HEHAJEKHBIX HCTOYHHKOB.
Haxe Te (hailbl, KOTOpble NpUCIaT TBOW 3HAKOMBIA. Jlydme yrounu y Hero,
OTIIPABIISUI JIM OH TeOe MX.

o o

Cern WI-FI

Wi-Fi - 310 He BHJ Tiepeiaun TaHHBIX, HE TEXHOJOTHSI, a BCEro Juib OpeH 1, Mapka. Ere B
1991 roxy Hunepianjackas kommnanus 3apeructpupoBaia openn "WECA", uto 0603Ha4ano
cinoBocouetanne "Wireless Fidelity", xotopbiii mnepeBoguTcs Kkak "OecrpoBojHas
TOYHOCTB'".

Jlo Hamiero BpeMmMeHH Jommia Japyras abOpeBuartypa, KOTOpas SBISIETCS TaKOW IKe
TexHoJiorueil. D1o abOpematypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO C HAMEKOM Ha
cTaHIapT BbICIIeH 3ByKoBoWM TexHuku Hi-Fi, 4t0 B mepeBoge o3HauvaeT "BBICOKAs
TOYHOCTB'".

Jla, OecruraTHBIM WHTEPHET-IOCTYN B Kade, OTeNsAX W a’dporopTax SBISCTCS OTIUYHOU
BO3MOXHOCTBIO BBIX0Jla B UHTepHET. HO MHOTHE SKCHEpThl CYUTAIOT, YTO OOIIEIOCTYITHbIE
Wi-Fi cetu He saBistIoTCS O€30MaCHBIMHU.

CogeTbl 10 6€30MACHOCTH PAa0OTHI B 001Ie0CTYMHBIX ceTsax Wi-fi:

1. He mepenamaii cBoro nu4Hyr0 uHpopmaruio depe3 obmenocrymasie Wi-Fi cern.
PabGoTtass B HuX, ’XKenaTeJbHO HE BBOJUTH MAPOJU JOCTyMa, JOTHHBI W KaKHE-TO
HOMEDpA;

2. Hcrnonw3yil © OOHOBJISH aHTHBUPYCHBIE MPOTpaMMbI U OpaHaMayep. Tem caMbIM ThI
obe3omacuirb ce0s OT 3aKa4KH BUPYCa Ha TBOE YCTPOHCTBO;

3. Ilpu wucnons3oBanumu Wi-Fi oTkmoun dyaknuo "OOmwmit moctyn K ¢aiaam u
npuntepam". JlanHas QYHKOHS 3aKphiTa 10 YMOJIYAHUIO, OJHAKO HEKOTOPHIC
M0JIH30BaTEIN aKTUBUPYIOT €€ I y00CTBa UCIOIb30BaHus B paboTe min yueoe;

4. He ucnonb3yit nyomuunbiii WI-FI nns mepemaum TUYHBIX JaHHBIX, HallpUMeEp IS
BBIXOJIa B COI[MANIbHBIE CETU WJIH B IEKTPOHHYIO MOUTY;

5. Hcnonw3yii Tonbko 3amuiieHHoe coenuHeHue uepes HTTPS, a nue HTTP, T.e. npu
Habope BeO-ampeca BBOAM MeHHO "https://";

6. B moOwipHOM Tenedone orTkmoun  pynkuuio  "Tloxkimrouenne k- Wi-Fi
aBTomaruuecku". He momyckail aBTOMaTHueCKOro MOJKIIOYEHUS YCTPOMCTBA K CETSIM
Wi-Fi 6e3 TBOETO coracus.

CounajabHbIe CeTH
COI_[I/IaJ'ILHLIC CCTU aKTUBHO BXOJST B HAIly XU3Hb, MHOTHC JIFOAU pa60Ta}0T " )XUBYT TaM
IIOCTOsIHHO, a4 B Facebook YK€ 3apCruCTpupoBaH MUJIJIMAPI YCJIOBCK, UTO ABJISICTCSA OHHOﬁ
CeI[LMOI\/'I BCEX JKUTEJIEN TUIaHEThI. MHOTHE TI0JIL30BATENIN HE INHOHUMAroT, 4YTO I/IH(I)OpMaI_II/ISI,
pasMCIICHHAasA UMW B COIUAJIBHBIX CCTAX, MOKET 6LITL Haﬁ,ueHa N HUCIIOJIB30BaHa KEM
YroaHo, B TOM YHCJIC HC 06}138.TCJ'IBHO C 6HaFI/IMI/I HaMCPCHUSAMU.

OcHOBHBIE COBETHI 110 0€30aACHOCTH B COUAJIbHBIX CETAX:



1. Orpannub crnucox npy3edl. Y TeOs B Ipy3bsiX HE JOJDKHO OBITh CIy4allHBIX H
HE3HAKOMBIX JIIOICH;

2. 3amuiai CBOIO YacTHYIO XHU3Hb. He ykaswiBail mapoinu, TeneoHBI, ajgpeca, Hary
TBOETO POXJICHHUS M JAPYryIO JIMYHYI0 HH(POPMALUIO. 3JI0YMBIIUIEHHUKA MOTYT
UCIOJB30BaTh Jake MH(OPMAIMIO O TOM, KaKk Thl M TBOU POAUTENHN IUIAHUPYETE
IIPOBECTU KAHUKYIIbI;

3. 3amminai cBOI PEIyTALHIO - ICPKH €€ B YACTOTE W 3a7aBail ce0e BOMPOC: XOTEN ObI
TBI, YTOOBI JAPYrHe MOJB30BATENH BUACTH, YTO Thl 3arpyxaenis? [lomymaii, mpexne
YEeM YTO-TO OIIyOJIIMKOBATh, HAIIUCATh U 3arpy3UTh;

4. Ecinu Tl TOBOPULIbL C JIFOJBMU, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAbHOE
UMs U JIpYT'yl0 JIMYHYIH0 UHQOpMALUU: UM, MECTO KHUTEJIbCTBA, MECTO y4eObl U
npouee;

5. MH3berait pasmemenust ¢potorpaduii B uTepuere, rae Thl n300paxeH Ha MECTHOCTH,
10 KOTOPOM MOKHO OIIPEJEIUTh TBOE MECTOTIOJIOKEHUE;

6. Ilpm perucrpanmu B COIMAIBHON CETH HEOOXOJMMO HCIIOIB30BaTh CIOXKHBIE MapOJIH,
cocTosimue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. Jlns conuanpHOM CeTH, MOYThl U APYrUX CATOB HEOOXOJMMO HCIOJIb30BaTh pa3HbIe
napoiu. Torna eciau Te0s B37I0MarOT, TO 3J0YMBIIUIEHHUKH TOJIYYaT JHOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHBbIE IEHbI'U
DNEeKTPOHHBIE JEHBIM - 3TO OYEHb YHAOOHBIM CHOCOO IUIaTexeil, OJHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPbIE XOTAT MOJYYUTh ITH JEHBIH.

DNEeKTPOHHBIE JEHbI'H TOSIBHIMCH COBCEM HEAABHO W MMEHHO H3-3a 3TOT0 BO MHOTHX
rocynapcTBax 70 CUX IOp He IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun e oHU GYHKIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, TJIe UX Pa3AeisaioT
Ha HECKOJIbKO BHJIOB - aHOHUMHbIE U HE aHOHUMHbIE. Pa3HuIIa B TOM, UYTO aHOHUMHBIE - 3TO
T€, B KOTOPBIX pa3pelaeTcsi MPOBOJUTH ONepaluu 0e3 UACHTHU(PHUKAIUHU 110JIb30BaTeNs, a B
HEAaHOHMMHBIX UACHTU(DUKALIMS MOIH30BATENs SABISICTCS 00s3aTENbHOM.

Taxxke crnegyer pasiuyaTbh SJEKTPOHHBIE (HUATHBIE JEHBIU (PaBHBI TOCYIAPCTBEHHBIM
BaJIIOTaM) U 2JIEKTPOHHbIE HeUATHBIE ACHBIU (HE PaBHBI FOCYIAPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI M0 0e30MacHOii padoTe ¢ 3JIeKTPOHHBIMHU JI€HbIAMMU:

1. TlpuBsxu Kk cueTy MOOUIBHBINA TenedoH. DTO camblil YAOOHBINM U OBICTPBIN CrOCOO
BOCCTAHOBHTB JIOCTYIl K cueTy. [IpuBsi3aHHBIA TenepOH MMOMOXKET, €Ciu 3a0yaelib
CBOM TUTATEKHBINM MAPOJIb WIIK 3ai/IeNIh HA CAUT C HE3HAKOMOTO YCTPOMCTBA,;

2. Hcnomnw3yii omHopa3oBbie maposn. [locie nepexoia Ha YCUICHHYIO aBTOPU3ALIUIO TeOe
y)Ke He OyJIeT yrpokaTh OMACHOCTh KPakKH WM TIepexXBaTa IIATEKHOTO MapoJis;

3. BeiOepu cnoxHbiii maponb. IlpecTynmHukam OyJeT HE MPOCTO yraiaTh CIOXKHBIN
naponb. Hajexuble maponau - 3TO Mapoju, KOTOPbIE COAepKaT HE MeHee 8 3HaKOB U
BKJIIOUAIOT B ce€0si CTPOUHBIE U MPOIHUCHBIE OYKBBI, IU(PPHI U HECKOIHKO CHMBOJIOB,
TaKWe KaK 3HaK JioJiiapa, QyHTa, BOCKIHMIATEIbHBINA 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPBHIM HE JOBEPSICIIIb.

DJIeKTPOHHAS MOYTA
aﬂeKTpOHHaH noyra - 9TO TCXHOJIOTUA U MPCAOCTABISACMBIC CHO YCIYTH IO MEPCCHIJIKEC U
TOJIYYCHHUIO BJICKTPOHHBIX COO6H_ICHI/II>'I, KOTOPBIC paCIpCACIIAOTCA B KOMHLIOTCpHOﬁ CCTH.
OOBIYHO SHCKTPOHHLIﬁ MMOYTOBBIM SAITUK BBITJIAAUT CJICAYHOIIUM 06p8.30M2
I/IMH_HOJILBOBE[TCJ'I?I@I/IMSI_I[OMCH& Taxxe KpoMe IMmepcaadyn MpOCTOTrO TCKCTAa, HUMCCTCH
BO3MOJKHOCTb IiepesiaBaTh (paiibl.



OcHoOBHBIE COBETHI 110 0e30macHoi padoTe ¢ 3JIeKTPOHHOM IMOYTO:

1.

Hano BhIOpaTh MpaBMIIbHBIA TOYTOBBINA CepBUC. B MHTepHETE €CTh OTPOMHBIN BHIOOD
OeCIuIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIy4IlIe JOBEPSATH TEM, KOTO 3HACHIb U KTO
IIEPBBIN B PEUTHUHIE;

He ykaspiBail B 1MyHON modTte JmuHyr0 uHpopmanuioo. Hampumep, mydine BHIOpaTh
"My3bIKanbHBIN _(haHaT@" wim "pok2013" BMecTo "Temal3";

Hcnonw3yit ABYyXATaHYIO aBTOPU3AIMI0. DTO KOTJA MMOMUMO IapoJisi HY’)KHO BBOJIUTH
KOJI, TpHUChLIaeMbIil To SMS;

BriOepu cnokHBIM Taposb. [ KaXAoro MmoYTOBOTO SIIUKA JIOJDKEH OBITh CBOM
HAJICKHBIM, YCTOMUMBBINA K B3JIOMY I1apOJIb;

Ecnn ectb BO3MOXHOCTH HAIMCATh CaMOMY CBOM JIMYHBIM BOIIPOC, MCHOJB3YH 3Ty
BO3MOKHOCTb;

Hcnonp3yil HECKOJNBKO IOYTOBBIX SIIMKOB. [IepBBIM U1 4YacTHOM IEPENUCKU C
aJpecaTaMM, KOTOpPbIM Thl JIOBEps€lIb. OTO OJJEKTPOHHBIM aJpec He HaJlo
HCI0JIb30BATh MIPHU PErUCTpaly Ha GopyMax U caifTax;

He otkpbiBail ¢aiinbl U apyrue BIOKEHUS B MUCbMaX, Ja)X€ €CIM OHMU MPUILIH OT
TBOUX Jpy3el. Jlydle yrouHu y HUX, OTHPABIISUIM JIM OHU TeOe 3TH (paiiibl;

[Tocne oxoHuanust pabOTHI HA MIOYTOBOM CEpPBUCE Mepe]] 3aKPhITUEM BKIIAJIKU C CAUTOM
He 3a0y/b HakaTh Ha "BeiiiTu".

Kn6epOysIMHT 1M BUPTYaAJIbHOE U3/1€BATEILCTBO
KuGepOymiauHr - npecienoBaHue COOOIIEHUIMHU, COAEPKAILIUMU OCKOPOJIEHHSI, arpeccuio,
3aIyrMBaHue; XyJIUTaHCTBO; COIMAJIbHOE OONKOTHPOBAaHHE C TIOMOIIBIO PA3IHYHBIX
MHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 00pble ¢ KNOEPOYJIJIMHIOM:

1.

N

o

He Opocaticsa B 0oit. Jlydmmii crmoco0: mocoOBETOBAaThCS Kak ceOsl BECTH W, €CIU HET
TOr0, K KOMY MOXXHO OOpaTHThCs, TO BHaudaje YyCIOKOUThCcs. Ecim Thl HauHenib
OTBEYATh OCKOPOJCHUSAMH Ha OCKOPOJICHHs, TO TOJBKO eIie OOoJbIlIe pPa30XiKellb
KOH(JIMKT;

VYmpasnsii cBoel kubeppemnyraiuei;

AHOHMMHOCTH, B ceTd MHHMas. CylllecTBYIOT crnocoObl BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

He crout BecTn xynuranckuid o06pa3 BUPTyasIbHOM ku3HHU. VIHTEpHET QUKCUPYET BCe
TBOM JICUCTBUS U COXpaHSET UX. Y NaIUTh UX OyaeT KpaiiHe 3aTpyIHUTENIbHO;
Cobmronail cCBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupyii enuHuyHbii HeratuB. OHOPa30BbIe OCKOPOUTENbHBIE COOOIICHUS JTyUllle
urHopupoBaTh. OObIUHO arpeccus MPeKpaliacTcsi Ha Ha4aIbHOUW CTaANH;

ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMH COOOILIEHUSIMH, B COLIMATTBHBIX
CeTSIX €CTh BO3MOYKHOCTh OJIOKUPOBKH OTIIPAaBKH COOOIIEHUH C OIpeaeIeHHbIX
a/IpecoB;

Eciu Tl cBumetens kubOepOysniumHra. TBou [EHCTBUSA: BBICTYNIUTH TMPOTHB
mpecieaoBarens, MOKa3aTh €My, YTO €ro JACWCTBUS OIEHUBAIOTCS HEraTHUBHO,
MOJJIEPKaTh KEPTBY, KOTOPOH HYXKHA TICHXOJOTMYECKas TIOMOIb, COOOIIUTh
B3POCIBIM O (DaKTe arpecCUBHOTO MOBEJCHHS B CETH.

MoOuabHbIN TeaedOoH
CoBpemeHHbIe cMapT(OHBI U TUIAHIIETHI COJIEpXKAT B ceOe BIIOJIHE B3POCIbBIA (PYHKIIMOHA,
U TeTlepb OHK MOTYT KOHKYPHPOBAaTh CO CTAIMOHAPHBIMU KoMIbloTepamu. OTHaKO, CPeCTB
3aIIUTHI JUIS TIOZOOHBIX YCTPOMCTB MOKA OYeHb Maslo. TeCTUPOBaHUE M MOUCK ySI3BUMOCTEH
B HHUX IPOUCXOJHUT HE TaK MHTEHCUBHO, Kak Juisi [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX
MIPUIIOKEHUHN.



CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ MPAaKTHYECKH JOTHAJIM HACTOJBbHbBIC aHAJIOTH,
OJIHAKO pacIIupeHue (QyHKIMOHAIA BJEUYeT 3a COOOW OONBIIYIO CIOXHOCTh U MEHBIIYIO
3aIUMILEHHOCTD.

Jlaneko He BCe MPOU3BOJAUTENN BBIMYCKAIOT OOHOBICHHS, 3aKPHIBAIOIINE KPUTHUECKHUE
YSI3BUMOCTH JJIsI CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /151 0€30MACHOCTH MOOMJIBHOTIO TeJsiedoHa:

1. Huuero He sBisieTcs mo-HacToseMy OecruiaTHeIM. Byab octopoxkeH, Beib Korja rede
MpeuIaraloT OeCIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IIJIATHBIC
yCIYI'H;

2. Nymaii, npexxae yem oTrnpaButb SMS, ¢oto niu Buaeo. Thl TOUHO 3HACHIb, TJIE OHU

OyIyT B KOHEYHOM UTOTE?

Heo06xo01uM0 0OHOBIIATE ONEPAIIMOHHYIO CUCTEMY TBOET0 CMapT(OHa;

Wcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JIsl MOOMIIBHBIX TeNle()OHOB;

He 3arpyxail npunoxeHus oT HEU3BECTHOTO MCTOYHMKA, BEJb OHU MOTYT COJEpPkKaTh

BpPEOHOCHOE IPOTPAMMHOE 00€CIIEUEHHUE;

6. Ilocme Toro Kaxk THI BBIHACHIb C CaliTa, TJ€ BBOJWI JIMYHYIO WH(POPMAIHIO, 3211 B

HacTpoiku Opay3epa u yaanu cookies;

[leproauuecku npoBepsii, Kakue IUIaTHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEpE;

8. aBaii cBoil HOMEp MOOMIFHOTO Tele()OHA TOJBKO JIOASM, KOTOPBIX ThHI 3HACIIb U
KOMY JTOBEpSIEIIb;

9. Bluetooth momken ObITH BBIKIIOYEH, KOTJIa ThI UM He MOJb3yelibes. He 3a0biBait
MHOT /A IIPOBEPATH 3T0.

ok w

~

Online urpsi
CoBpeMEHHbIE OHJIAMH-UTPHI - O3TO KpPAaCOYHBbIE, 3aXBaThIBAIOIIME Pa3BJICUCHUS,
00BEIMHSAIONINE COTHU THICSIY YEJIOBEK IO BCEMY MHpPY. MIpoku MCCIeAyIOT TaHHBINM MM
MHp, OOIMIAOTCS JPYyr C APYrOM, BBITIOJHSIOT 3a/JaHUsl, CPAKAIOTCA C MOHCTpaMH U
IIOJIy4arOT OIIBbIT. 3a YAOBOJBCTBUC OHHU INIATAT: IMOKYIAKOT JUCK, OIIaYHMBarOT aboOHEMEHT
50848 an/Io6peTa10T KaKHC-TO OIILNH.

Bce a1 cpeacTBa uayT Ha MOAAEPKAHUE U PA3BUTHE UTPHI, a TAKXKE HAa caMy 0€3011aCHOCTb:!
COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPU3ALIMM, BBIMYCKAIOTCS HOBBIE martyu (upoBbIE
3arIaTKy JJIs IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HI>IX urpax CTOUT OIlaCaTbCA HE CTOJIbKO CBOHUX COIICPHUKOB, CKOJIbBKO KpaKu
TBOCTO I1apOJisl, HAa KOTOPOM OCHOBaHa CUCTEMA aBTOPHU3ALHUN OOJIBIIMHCTBA urp.

OcHoBHbIE COBEThI M0 0€30IACHOCTH TBOEI0 HI'POBOI0 aKKayHTa:
1. Ecmu npyroii urpok BezneT ceds IIOX0 WIM CO3AaeT Tebe HEeNMPHUITHOCTH, 3a0JI0KUpyH
€ro B CIIMCKE UTPOKOB;
[loxamylics aaMMHHCTpaTOpaM WIPbl Ha IUIOXO€ IIOBEJEHUE OTOTO HIPOKa,
JKEIATEJIBHO MIPUIIOKUTDH KAKUE-TO T0KA3aTEIbCTBA B BUJIE CKPUHOB;
He yka3zbiBail muunyro nHpopMmaiuio B mpodaiisie urpsr;
YBaxail Ipyrux y4aCTHUKOB I10 UTPE;
He ycranaBnuBaii HeoumaibHble TaTYU U MO/IBI;
Hcnone3yi ClOXKHBIE U pa3HbIE MTApPOJIU;
Jlaxxe BO BpeMs WUIPbl HE CTOMT OTKIIOYaThb aHTUBHUpYC. Iloka Tel urpaemsb, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

N
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OUINUHT WIN Kpaka JUIHbIX JaHHBbIX



OOBIYHOM KpaXkel JeHEeT U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE Y/IUBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJOTUN 3JIOYMBIIUICHHUKA TEPEMECTUINCh B HHTEPHET, M MPOAOJHKAIOT
3aHUMATHCS "TFOOUMBIM" AETIOM.

Tak mosiBUIach HOBas yYrpo3a: MHTEPHET-MOIICHHHYECTBA WM (DHUIIUHT, TJaBHAS LEJIb
KOTOPOTO COCTOUT B TMOJIy4YCHHH KOH(HICHIIMAIBHBIX JTaHHBIX IOJIH30BATENCH - JOTHHOB U
naposieii. Ha anrmmiickom si3pike phishing umraercs xak ¢ummuar (ot fishing - peiObnas
JOBIIAA, password - TTapoJib).

OcHoBHBIE cOBeTHI 10 00pbL0e ¢ GUIIMHIOM:

1. Cneau 3a cBouM akkayHToM. Ecin Tel mojo3peBaelib, 4TO TBOS aHKeTa Oblia
B3JIOMaHa, TO He0OX0AUMO 3a0JIOKUPOBATH €€ U COOOITUTh aIMUHUCTPATOPAM pecypca
00 9TOM Kak MOXKHO CKOpEE;

2. Hcnonw3yii 6e3omacHbie BeO-CalThI, B TOM YHCIIE, HHTEPHET-Mara3uHOB U TIOMCKOBBIX
CHUCTEM;

3. Hcnonw3yii ciiokHble W pasHble mapoin. TakuM oOpazom, eciii Te0si B3JIIOMAIOT, TO
3JI0YMBIIIJIEHHUKHU MOJIy4aT AOCTYI TOJIBKO K OJJHOMY TBOEMY NMPOQUIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B310Manu, TO HEOOXOIUMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBJIEHBl y TEOsI B JPY3bsAX, O TOM, UYTO T€Os B3JIOMAaJd M, BO3MOXKHO, OT TBOETO
MMeHU OyZIeT pacchbulaThbCs CIlaM U CChUIKU Ha (DUITMHTOBBIE CAlThI;

Ycranosu HaaexHbI mapoiib (PIN) Ha MOOMIBHBIHN TenedoH;

OTkir04M coXpaHeHHe MmapoJisi B Opaysepe;

7. He oTkpwiBail (aiiiel U Apyrue BIOKCHHS B MUChbMax, JMa)Xe €CIM OHU MPHUIUIA OT
TBOUX Jpy3eil. Jlydmie yToyHM y HHX, OTHPaBISUIM JIM OHU Tebe ATH (ailibl.

oo

Mudposas penyranus
[udposas penyranusi - 3TO HEraTWBHas WIA TMO3WTHBHAas MHpOpMAIUs B ceTu O Tebe.
Kommnpomerupytommast uHpopManus, pasMelleHHass B HHTEPHETE, MOXET CEepbe3HbIM
00pa3oM OTpa3uThCs Ha TBOEH peanbHOW >ku3HU. "llmdpoBas pemyramusa" - 5To TBOU
UMU/DK, KOTOPBIH hopMupyeTcs n3 nHdopMaluu o Tebe B HIHTEPHETE.

TBoe mecTo KHUTCJIBCTBA, y‘Ie6BI, TBOC (bHHaHCOBOC ITIOJIOXKCHHUC, 0COOEHHOCTH XapakTepa u
PpacCKasbl O OJIM3KMX - BCE OTO HAKAIIJIMBAETCS B CETH.

MHoTHe HOAPOCTKH JIETKOMBICICHHO OTHOCSTCS K IyONMKanuy JUYHOW HH(POpPMAIMU B
WutepHeTe, He MOHMMAasi BOSMOKHBIX MOCIEeACTBUN. ThI Take HE CMOYKEIIb J0TaJaThCs O
TOM, 4TO poTOTpadus, pa3MelieHHas 5 JIeT Ha3a/, cTaja MPUYMHON 0TKa3a MPHHATH TeOs Ha
pabory.

Kommenrapuu, pazmenienne TBoux Qotorpaduii u apyrue AeHCTBUS MOTYT HE MCYE3HYTh
Jaxe IoCie TOro, KaKk Thl MX YAalIWIIb. Thl HE 3HACHIb, KTO COXPAHWI 3Ty MH(OpMAIHIO,
TIoTIaa JIM OHA B MOWCKOBBIE CHCTEMBI U COXPAHMIIACh JIM OHA, a TJIABHOE: YTO IOJIyMAlOT O
TeOe OKPY)KAIOLIUe JII0/IU, KOTOpble HAWIyT U yBUAAT 3T0. HaiiT uHpopMaruo MHOTO JIeT
CIYCTSI CMOJKET JI000H - Kak M3 JOOpbIX MOOYKJEHUH, TaK U C HaMEpEeHUEeM NPUYMHUTh
Bpel. DTO MOXKET ObITh KTO YTOIHO.

OcHOBHBIE COBETHI 110 3a1UTe HU(PPOBOH penyTalHuu:
1. Tloxymaii, npexxae 4yeM 4ro-TO IMyOJIMKOBaTh M IepefaBaTh y ceOs B Ojore Wi B
COIIMaIbHOM CETH;
2. B macrtpoiikax npo¢uis yCTaHOBH OTPaHUYEHUS HA MMPOCMOTP TBOETO NMPO(UIst U ero
COJIEP’)KUMOT0, CJIENal €ro TOJIBKO "UIs Ipy3en";
3. He pa3memaii u He ykas3biBail HHPOPMAIIHIO, KOTOPasik MOXKET KOT0-IH00 OCKOPOIAThH
WM OOMXKATh.



ABTOpCKOE NIPaBo

CoBpeMeHHbBIE IIKOJBHUKH - aKTUBHBIC MMOJIb30BaTeNu U(poBoro mnpocrpancrBa. OmHako
JAJIEKO HE BCE 3HAIOT, YTO TIOJH30BaHHME MHOTHMMH BO3MOXKHOCTAMH IM(POBOrO MHpa
TpeOyeT coOM0ACHNS TIPaB Ha UHTEIUIEKTYaIbHYIO0 COOCTBEHHOCTb.

TepmMuH "uWHTEMIEKTyallbHasi COOCTBEHHOCTb" OTHOCHUTCS K PAa3JIMYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HAayuHas C HOBBIX M300pETEHUH U 3HAKOB, 0003HAYarOIIMX
COOCTBEHHOCTh HAa TPOMYKTHI M YCIYrd, W 3aKaHUYUBas KHUTaMH, QoTorpadusmu,
KUHO(WIBMaMH U MY3bIKaJIbHBIMU TIPOHU3BEICHHUSIMHU.

ABTOpCKHME MpaBa - 3TO MpaBa Ha UHTEIJIEKTYaJbHYIO COOCTBEHHOCTb Ha NPOU3BEACHUS
HayKH, JINTEPATypbl U UCKYyCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B KAU€CTBE FapaHTUHU TOTO,
YTO MHTEJUIEKTYaJIbHBIN/TBOPUECKUN TpyJ aBTOpa HEe OyIeT HampacHbIM, JacT emy
CIpaBeAIMBBIE BO3MOXKHOCTH 3apabdoTaTb Ha pe3ylbTaTaX CBOErO TPyAd, IOIYYUTh
M3BECTHOCTH U mnpu3HaHue. Hukro 0e3 paspenieHust aBTopa HE MOYKET BOCIIPOU3BOJUTH €r0
IIPOU3BEACHHUE, pacIpoCTpaHsATh, myOIMYHO JIEMOHCTPHUPOBATH, IIPOJIaBaTh,
MMIIOPTHUPOBATH, TyCKaTh B MPOKAT, IMYOJUYHO UCHOJIHATH, OKA3bIBaTh/UCIIONHSTH B 3pupe
iy pazMeniats B IHTepHeTe.

Hcnonb3oBanue "muparckoro" mporpaMMHOIO 0O€CredeHHs] MOKET MPHUBECTH K MHOTUM
pUCKaM: OT MOTEpPHU JAHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKU TBOETrO yCTPOMCTBA, I
yCTaHOBJIEHA HeleraibHas mnporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYIOT
JeranbHble U OeCIUIaTHBIE IPOrPaMMbl, KOTOPbIE MOXKHO HAWTH B CETH.
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